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The World has Fewer, but Still 
Far Too Many, Nuclear Warheads

Federation of American Scientists

Cuban 
Missile 
Crisis



4,300 Ready to Go 
5,800 in Storage

Federation of American Scientists



Just One is Too Many - I

5 million people



Just One is Too Many - II

Bulletin of the Atomic Scientists



In Past Treaties We Have 
Counted only Delivery Vehicles

Bombers
Submarines

Missiles



Multiple Independently 
Targetable Re-entry Vehicles

The most destabilizing 
idea ever.  
!
A first-strike weapon. 

US is eliminating them. 
Russia is building more. 
!
How do you count their 
warheads without learning 
what’s inside?

Confirm that the claimed non-warheads make no radiation. 
Count the rest as real.



The Paradox of the Next Phase 
of Arms Control

To get to low numbers we need to verify 
the dismantlement of real warheads – 
including from storage. 
!
But the U.S. and Russia do not want to 
reveal their weapon designs to each 
other. 
!
And no one wants to reveal weapons 
designs to non-weapons states. Arms 
control should not cause nuclear 
proliferation. 
!
So how do you prove a warhead is real 
without learning anything at all about it? Filled with Rocks?



S. Philippe and al., Next Steps Towards Zero-Knowledge Warhead Verification, INMM Information Analysis Technologies Conference, May 12, 2014

“Number of Marbles in a Cup”
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Alice has two small cups each containing the same number 
of marbles. She wants to prove to Bob that both cups contain 
the same number of marbles without revealing to him what 
this number is.

So, what does she do?
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“Number of Marbles in a Cup”

16

Alice claims that 
two cups contain the same 

number of marbles

50% confidence after 1st game

75% confidence after 2nd game

95% confidence after 5th game

She then also offers 
two buckets of marbles

She claims these buckets also contain  
an identical number of marbles

1
Bob chooses randomly 

into which bucket 
which cup is poured

(L,L) and (R,R) or (L,R) and (R,L)

2
Bob now counts the 

marbles in each bucket 
and should find the same 

number in both

3

100 100



X- Rays are a Great Way 
to Learn What’s Inside People

How can I use X-rays to prove that 
these are 5 identical twins – 

but not learn how many ribs they have?
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It doesn’t matter how Bob pairs the images. 
Bob sees all white & Alice gives away no information.

Use Alice & Bob’s Approach



+ + + + +
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Negative 
image of the 
difference.

Image of the 
difference.

Alice is likely to get caught if she cheats. 
And she risks giving away the number of ribs!

Suppose Alice Tries to Cheat



For Arms Control we 
would Test Weapons from Storage 

against Deployed Weapons

Inspector selects warheads 
randomly from active delivery systems.



Neutron Radiography is Better 
for Weapons than X-Rays

Neutron source 
(Thermo Scientific P 385)

Test object Detector array

Collimator

Graphics: Sébastien Philippe

PPPL does 
neutrons 

for a living.



We need Pre-loadable 
Non-Electronic Neutron Detectors

“Bubble Detectors”  
from Yale University 

fill the bill.

Why preloadable? Why non-electronic?
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Aster interrogation, 
inspector verifies all 

detectors contain the same 
bubble count

3

POS 1 POS 2

A1 B1 A2 B2

50% confidence aster 1st round

95% confidence aster 5th round 

…

PROPOSED HARDWARE IMPLEMENTATION 
OF A ZERO-KNOWLEDGE PROTOCOL 

FOR NUCLEAR WARHEAD VERIFICATION 
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1
Host preloads secretly 

n pairs of bubble detectors 
with “negative” radiograph 

of the template

POS 1 POS 2

A1 B1 A2 B2

POS 1 POS 2

A1 B1 A2 B2

For every position,  
inspector chooses randomly, 
which detector (Ai, Bi) to use 

on reference or test item

2

A1 B1 A2 B2

Template Test item

Zero Knowledge Protocol 
for Warhead Verification
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ZERO-KNOWLEDGE VERIFICATION
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AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Simulated data from MCNP5 calculations, neutron energies > 10 MeV, N(max) = 5,000 
A. Glaser, B. Barak, R. J. Goldston, “A Zero-knowledge Protocol for Nuclear Warhead Verification,” Nature, 510, 26 June 2014, 497–502

Reference item Valid item

Even the noise carries no information!
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ZERO-KNOWLEDGE VERIFICATION
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AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Simulated data from MCNP5 calculations, neutron energies > 10 MeV, N(max) = 5,000 
A. Glaser, B. Barak, R. J. Goldston, “A Zero-knowledge Protocol for Nuclear Warhead Verification,” Nature, 510, 26 June 2014, 497–502

Reference item Valid item
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ZERO-KNOWLEDGE VERIFICATION
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AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Simulated data from MCNP5 calculations, neutron energies > 10 MeV, N(max) = 5,000; invalid item: lead for tungsten 
A. Glaser, B. Barak, R. J. Goldston, “A Zero-knowledge Protocol for Nuclear Warhead Verification,” Nature, 510, 26 June 2014, 497–502

Valid item Invalid item





Path Forward
Demonstrate first ZKP differential radiographic measurement. 
!
Confirm that bubbles don’t “age”. (Why?) 
   (Or select other non-electronic detectors) 
!
Demonstrate highly reproducible irradiations. (Why?) 

Demonstrate high sensitivity to small differences. 
!
Test how much information can leak due to real-world effects, 
e.g., misalignments. (Other issues?) 
!
Try it out on real U.S. warheads! 
!
Convince the Russians, French, British and Chinese that this 
was their idea – by encouraging them to improve it.


