Zero-Knowledge Arms Control:

Proving a Warhead I1s Real While
Learning Nothing about It




The World has Fewer, but Still
Far Too Many, Nuclear Warheads
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4,300 Ready to Go
5,800 In Storage

Status of World Nuclear Forces 2014*

Operational Operational Reserve/ Military Total
Strategic Nonstrategic Nondeployed Stockpile Inventory
Russia 1,800 0b 2,500 4,300 8,000¢
United States  1,920° 184/ 2,6618 4,765" 7,315’
France 290 n.a. 2 300 300
China o 2k 250 250 250K

Country

United n.a. 65 225 225/
Kingdom

Israel n.a. 80 80 80
Pakistan n.a. 100-120 100-120 100-120"
India n.a. 90-110 90-110 90-110°
North Korea n.a <10 <10P
Total:9 ~5,800

Federation of American Scientists



Just One is Too Many -
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2. Enter a yield (in kilotons): 800

Or you can select a preset...
North Bergen

3. Basic options: Height of burst: [ 7] (=) Airburst (_) Surface

Other effects: ¥ Casualties [ | Radioactive fallout
Rikers Island

Secaucus West Nc“"u/

York Advanced options: P

& Pemis; 4. Click the "Detonate" button below.
! Richard'w De Korte Park 2 / e . R | Clear all effects | | Launch multiple

Detonate

Center ground zero Probe location

Note that you can drag the target marker after you have detonated the
nuke.

East'Newark
Estimated fatalities:

DL i © 71,991,750

Estimated injuries:

2,869,160

In any given 24-hour period, there are approximately 9,418,540 people in
the 1 psi range of the most recent detonation.

Modeling casualties from a nuclear attack is difficult. These numbers
should be seen as evocative, not definitive. Fallout effects are ignored.
For more information about the model, click here.

Effects radii for 800 kiloton airburst* (smallest to largest): ¥
etionelNion, : X el Fireball radius: 0.88 km (2.45 km?)
Liberty J oy St - e Maximum size of the nuclear fireball; relevance to lived effects depends
nal/iport ‘ o on height of detonation. If it touches the ground, the amount of
radioactive fallout is significantly increased. Minimum burst height for
negligible fallout: 0.8 km.

Bayonne - i
Radiation radius (500 rem): 2.43 km (18.6 km?)

(440 9 ety 500 rem radiation dose; without medical treatment, there can be
7 ) expected between 50% and 90% mortality from acute effects alone.
Dying takes between several hours and several weeks.
= () Air blast radius (20 psi): 2.62 km (21.5 km?)
At 20 psi overpressure, heavily built concrete buildings are severely
damaged or demolished; fatalities approach 100%. Optimal height of
burst to maximize this effect is 1.69 km.

g achmongd Te at”

() Air blast radius (5 psi): 6.46 km (131 km?)

At 5 psi overpressure, most residential buildings collapse, injuries are
universal, fatalities are widespread. Optimal height of burst to maximize
this effect is 2.9 km.

£ Gateway National Thermal radiation radius (3rd degree burns): 11.4 km (410 km?)
Recreation Area Third degree burns extend throughout the layers of skin, and are often
painless because they destroy the pain nerves. They can cause severe
scarring or disablement, and can require amputation. 100% probability

for 3rd degree burns at this yield is 11.2 cach2.

*Effects shown for multiple, different detonation altitudes.

Note: Rounding accounts for any inconsistencies in the above numbers.

5 million people




Just One is Too Many - ||

No survivors. Within tens of minutes, everything within approximately five to seven
miles of Midtown Manhattan would be engulfed by a gigantic firestorm. The fire zone
would cover a total area of 90 to 152 square miles (230 to 389 square kilometers). The
firestorm would rage for three to six hours. Air temperatures in the fire zone would
likely average 400 to 500 degrees Fahrenheit (200 to 260 Celsius).

After the fire burned out, the street pavement would be so hot that even tracked
vehicles could not pass over it for days. Buried, unburned material from collapsed
buildings throughout the fire zone could burst into flames when exposed to air—
months after the firestorm had ended.

Those who tried to escape through the streets would have been incinerated by the
hurricane-force winds filled with firebrands and flames. Even those able to find shelter
in the lower-level sub-basements of massive buildings would likely suffocate from fire-
generated gases or be cooked alive as their shelters heated to oven-like conditions.

Bulletin of the Atomic Scientists




In Past Ireaties We Have
Counted only Delivery Vehicles
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Multiple Independently
largetable Re-entry Venicles

The most destabilizing
idea ever.

A first-strike weapon.

-

N S UusS is. eIlimingtir.wg them.
Russia is building more.
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The Paradox of the Next Phase
of Arms Control
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To get to low numbers we need to verify Rl
the dismantlement of real warheads — o ,.
including from storage. i

But the U.S. and Russia do not want to
reveal their weapon designs to each
other.

And no one wants to reveal weapons




“Number of Marbles in a Cup”

Alice has two small cups each containing the same number
of marbles. She wants to prove to Bob that both cups contain

the same number of marbles without revealing to him what
this number is.

S0, what does she do?



“Number of Marbles in a Cup”

Alice claims that
two cups contain the same
number of marbles

’
d

She then also offers
two buckets of marbles

She claims these buckets also contain
an identical number of marbles

(2, ©

Bob chooses randomly Bob now counts the
into which bucket marbles in each bucket
which cup is poured and should find the same

(L,L) and (R.R) or (L,R) and (R,L) number in both

SV SR, ) .’lw . l‘@
NN NN

50% confidence after 1st game
75% confidence after 2nd game

95% confidence after 5th game




X- Rays are a Great Way
to Learn What's Inside People




Use Alice & Bob’'s Approach

It doesn’'t matter how Bob pairs the images.
Bob sees all white & Alice gives away no information.
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For Arms Control we
would Test Weapons from Storage




Neutron Radiography Is Better
for Weapons than X-Rays

Graphics: Sébastien Philippe
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/Zero Knowledge Protocol
for Warhead Verification




ZERO-KNOWLEDGE VERIFICATION

AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Radiograph :
r (never maasured) % Reference item
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9 Small deviations from Nyax © Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)




/ERO-KNOWLEDGE VERIFICATION

AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Radiograph -
‘ (never measured) ‘ Valid item
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/ERO-KNOWLEDGE VERIFICATION

AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Radiograph - A
‘ (never measured) % wahd item & Invalid item

@ Small deviations from Ny © Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)



/ERO-KNOWLEDGE VERIFICATION

AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION
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Small deviations from Nyax © Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)




Path Forward

Demonstrate first ZKP differential radiographic measurement.

Confirm that bubbles don’t “age”. (Why?
Or select other non-electronic detectors

Demonstrate highly reproducible irradiations. (Why?




